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ABSTRACT 

CRYPTOCard is an established supplier of identity-driven, strong authentication solutions. Its Two-Factor 

Authentication systems use token-generated One-Time Passwords (OTPs), in combination with a secret PIN 

to authenticate users. The company’s hardware, software, and SMS token-based offerings are underpinned 

with the CRYPTO-MAS approach, as a managed authentication service. The role that CRYPTOCard has set 

for itself, with the CRYPTO-MAS service, is to provide strong authentication and access management 

facilities that remove the need for organisations to rely on static, weak, and therefore easily broken 

passwords. Butler Group positions CRYPTOCard as an important provider of strong authentication solutions, 

and although it is a relatively small participant in a market that has a number of dominant players, the 

availability of CRYPTO-MAS provides a flexibility and simplicity to within its product set that should make it 

attractive to any organisation that is looking to introduce a strong, two-factor authentication solution. 

KEY FINDINGS 

 
One-time token investment approach, 
with no expiry or need for re-licensing. 

Two-factor authentication is far superior 
to a password only approach.  

 
Incorporates a wide range of event-
based tokens.  

SMS-based tokens could significantly 
reduce provisioning costs and time. 

 

Flexible and easy deployment 
process.  

 

Manual directory import required. 

 

Comprehensive indirect sales 
channel.  

Supports RADIUS, HTTP, HTTPS, and 
CAP communication protocols. 

 

LOOK AHEAD 

The roadmap includes scalability enhancements and management portal enhancements that improve usability 
for the company’s indirect channel partners. Longer term roadmap developments will further increase the 
scalability and resilience of the system through further multi-national development of its infrastructure.  
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Users: 

The user interface to the CRYPTO-MAS two-factor authentication service is driven by a range of OTP user 

tokens that have been developed to address diverse security requirements. For example, usage 

requirements, and indeed usage longevity, can vary tremendously from one type of user group to another. 

CRYPTOCard tokens do not expire and can be initialised to meet specific user requirements when needed, 

and the KT1 and RB tokens come with a five-year warranty, which CRYPTOCard claims is the longest 

offered by any vendor. All of the above collectively make the CRYPTO-MAS service a low-maintenance 

solution with a low Total Cost of Ownership. As a result of this approach, CRYPTOCard tokens have been 

designed to enforce password complexity within the token-generated password response. This is seen as a 

key differentiator, as most of the company’s competitors prefer to attempt to enforce complexity/randomness 

from the static, first-factor PIN that is in use.  

An Authentication solution needs to be capable of enabling new users of all types through the efficient 

activation of their allocated authentication tokens. Equally it is important to recognise the needs of permanent 

and temporary users – employees, customers, contractors, and consultants, etc. – as the need arises. This 

can involve permanent access rights or short-term and time-based user activations and removals, all of which 

is are covered within the CRYPTOCard service-based approach.  

To support the diverse range of user requirements demanded by its customers, CRYPTOCard has built up a 

broad offering of token options. All come with standard client-side enablement components, and each token 

type can be said to have a target market. For long-term usage, company employees, etc., a range of 

freestanding, robust (all come with a steel case), and hardwearing tokens with replaceable batteries are 

available. Other formats include USB and Smart-card devices, along with machine-loadable tokens, as well 

as lower-cost options for temporary or third-party workers or for mass-market solutions (on-line banking 

perhaps) where customer authentication is required.  

Recent reports show that mobility and portability are now seen as essential requirements for the growing 

remote access workforce. The Blackberry, SMS offerings, and the mobile-phone application (which works by 

providing a new OTP, with the user entering this OTP sent by the CRYPTO-MAS service to gain access) 

provide further options to best meet clients’ security, ease-of-use, and cost requirements. The tokens are 

used to deliver the One Time Password, which when combined with the unique PIN that they have, identifies 

them to the MAS service, which then authorises their connection to the network. In fact the “OTP Now” 

feature of the SMS token offers a simple and readily useable solution to the need to make sure the token is 

always available, eliminating the problems commonly associated with SMS network availability or the need to 

“wait” for a token to be sent during the log-on process. 
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Enterprise Network 

Once signed up for the CRYPTOCard service the Firewall, Switch, Web application, or gateway that provides 

access to the network (something that is commonly called an Authentication Node – or AuthNode for short) is 

re-configured to pass all authentication requests to the MAS service via an Authentication Point-of-Presence 

(A-PoP). The solution is compatible with any Remote Authentication Dial-in User Service (RADIUS)-based 

device from vendors such as Cisco, Juniper, Watchguard, and SonicWALL. The logon requests from users 

are sent to the MAS service from the AuthNode over a secure encrypted link, where it gets authenticated 

against the user database that is held in the CRYPTO-MAS service centre. CRYPTO-MAS is built around a 

fully resilient service which allows for failover between multiple A-PoPs – allowing CRYPTOCard to offer 

99.99% SLAs – which should appeal to organisations where maximum availability is a critical element of the 

decision making criteria, as well as service providers who need the ability to meet existing high service level 

commitments. 

MAS Service 

CRYPTO-MAS is located in secure data centres and provides a simple network interface between a 

customer’s remote access router or firewalls and the service. The A-PoP is the access point for all 

communications with the AuthNodes while the main server is the authentication component of the whole 

service. It is this server which responds to the authentication requests from firewalls, VPN devices, etc. via 

the A-PoP. The service supports a number of industry standard protocols including RADIUS as the interface 

between the service and the various network access points – such as VPN Gateways, Web servers, and 

LANs. The service can support multiple AuthNodes per customer without additional cost. 

The server is a fully-featured Authentication server which leverages the simplicity, flexibility, and 

comprehensive feature set of the traditional CRYPTO-Shield product. This should ensure that it is capable of 

matching the demanding requirements of complex enterprise networks while at the same time offering a suite 

of features that also make it applicable for Small to Medium-sized Business (SMB) customers. 

The whole service is administered and managed by the built-in Portal (CRYPTO-MAP) which can be 

accessed using any standard Web browser, which in itself is secured using two-factor authentication. The 

MAP interface is based upon a series of simple tab-based menus which makes navigation simple and easy; 

most functions can be addressed within a couple of mouse clicks.  
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Figure 2: CRYPTO-MAS Portal 
 

 
 
Source: CRYPTOCard D A T A M O N I T O R

CRYPTO-MAP provides all of the functionality needed to allow a service provider or an end-user customer to 

set the system up, allocate and deploy tokens, manage the process of adds, moves and changes, and 

produce activity reports. This functionality is provided in a multi-tiered hierarchy meaning that a Service 

Provider can have a layer of multiple resale partners, who in turn can have a layer of multiple customers with 

their own end users. Each layer is allocated an “Administrator” status which is capable of servicing the layer 

below it.  

The service provides authentication for all users that have been stored in the internal database of the 

authentication engine. Users can be allocated into groups and those groups can be uniquely aligned with the 

various RADIUS-based attributes of a corporate or service provider network. 

CRYPTO-MAP also provides workflow automation tools, which aid in the deployment and management of all 

tokens, thus substantially minimising administrative overheads. CRYPTO-MAP also provides access to 

reporting tools that provide standard reports, offering comprehensive analysis of service activity to aid support 

and management of the system. In addition, it can be customised to include the logo of the service provider.  

Product Emphasis 

In Butler Group’s opinion, all the elements of the CRYPTOCard solution collectively focus on delivering a low-

cost managed authentication service that involves minimum setup and maintenance effort. In addition, 

CRYPTOCard enables quick and efficient provisioning of two factor authentication to a large group of users 

while providing client organisations with a good range of token options.  
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DEPLOYMENT 

Dependent upon the type of service delivery approach that the end-user organisation has selected – self-

service owned-and-supported; delivered by a service provider or one of its resellers; or through a 

CRYPTOCard delivered service – CRYPTO-MAS is designed to be delivered in minutes. Essentially, 

CRYPTO-MAS has been designed to be deployed as an out-of-the-box solution; little technical expertise is 

said to be needed for installation and all that is required is just for one person at the customer place to be 

nominated as an administrator.  

The customer initially sends CRYPTOCard or its chosen MAS service provider a simple form for capturing 

details of the AuthNodes and the number and type of tokens required, among other information points. Based 

on this, a basic configuration is set and an initial token is allocated to the Administrator. The Administrator 

then configures the AuthNode to connect to the designated A-PoP (or multiple A-PoPs if a higher service 

level is desired) and then uses the MAP interface for configuring the MAS system, which is not expected to 

take more than a few minutes. The requested tokens would have been allocated to the customer by 

CRYPTOCard (both physically and “virtually” within the service); CRYPTO-MAP is then used to allocate 

these tokens to individual users. The Administrator then sends these to each user and they can begin using 

the service to gain access to the Enterprise network. 

The CRYPTOCard solution can be deployed using a modular approach, with local managers determining the 

sequence in which user groups need to be provided with authentication facilities. This is a useful feature 

which could allow companies to deploy tokens based on location, job function, device type, or any other such 

categorisation. Deployment typically can be completed within an hour while the token provisioning depends 

on volumes and the form factors involved. The system can automatically distribute the SMS or Software 

tokens to end users as soon as they are allocated within the portal. Alternatively they can be flagged for 

distribution on a given day or time of day. The provisioning of tokens can also be managed by 

CRYPTOCard’s service partners. 

CRYPTOCard provides hands-on training courses for its service provider partners, their resellers, and 

customer administrators. Detailed technical documentation for systems administrators is provided as 

standard upon subscription to the service, on-line help and support services using token-based protected 

access is provided by the company to its partners. 

Although many of its service provider partners and their resellers provide direct support, CRYPTOCard also 

provides a suite of chargeable services to enhance the deployment and support of the service. These 

services are made available to its partners and in certain cases also direct to end users. They include the 

ability to manage the allocation and provisioning of tokens, the provision of a 24x7 service element, and the 

ability to handle third-level support on behalf of the reseller partners. 
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CRYPTOCard’s token offerings are extensions of the company’s commitment to flexibility, allowing its clients 

to decide their security policy. Its token set offers configurable password length (5-8 characters) and 

complexity (decimal, hexadecimal, base 32, and base 64), plus a selection of encryption standards up to 256-

bit keys, and PIN variables that can be configured based on the user organisation’s own security policies.  

PRODUCT STRATEGY 

CRYPTOCard’s target market is effectively any company with a Virtual Private Network (VPN) or Web 

application where groups of employees and/or partners require remote access to the sensitive data held 

within enterprise systems. The current market includes local government, manufacturing, financial services, 

retail, technology, and the hotel and travel management sectors. Mid-sized companies account for a large 

percentage of CRYPTOCard’s clientele and deployments range in size from 20 users to tens of thousands of 

users.  

The route to market for CRYPTO-MAS continues to be through indirect partners and as well as leveraging 

these existing partners, CRYPTOCard is building an additional service-based partner channel: 

• Service providers: mobile, network, VPN, and ISPs will tend to act as resellers of the CRYPTO-MAS 
solution and sell the service as an enhancement to an existing security or VPN offering. Current partners 
include: Interoute, The Bunker, Europacom, and PowerGroup.  

• Strategic Partners: solutions providers that integrate elements of the CRYPTOCard solution into their 
core product offerings and offer this on a multi-national basis. Current partners include: WIPRO. 

• Authorised Partners: includes Value Added Resellers (VARs) and security providers such as general IT 
VARs, IT security VARs, and Platform specialists, who commonly provide the CRYPTOCard product as 
part of a wider Identity and Access Management (I&AM) solution. Current partners include Netstore, 
Data Integration, and Solsoft. 

• Associate Partners: As a CRYPTO-MAS associate CRYPTOCard’s suite of services can be offered to 
customers, either to complement a sale or to respond to a customer’s demands. By referring CRYPTO-
MAS opportunities an Associate can grow their business through new revenue streams and increased 
customer satisfaction and retention. 

CRYPTOCard offers two options for the purchasing of the service, with both options being paid for on either a 

quarterly or an annual basis:  

• A fully managed inclusive service which includes the tokens and the delivery of the authentication 
service. 

• A fully managed authentication service where the tokens are purchased separately. 

In Butler Group’s opinion CRYPTOCard’s service suits any organisation looking to implement security without 

the overheads of implementation, support, and management normally associated with traditional in-house 

systems. Butler Group believes that with its extensive two-factor authentication technology and support for a 

wide choice of non-expiring event-based tokens with standards compliance, CRYPTOCard presents a 

competent, strong authentication solution that can be implemented with minimum resource overheads. 
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COMPANY PROFILE 

CRYPTOCard is a privately held company with corporate headquarters in Ottawa, Canada, and a UK office in 

Bristol. For all of its 20-year history, CRYPTOCard has been involved in the IT security industry, mainly in the 

development and provision of server-based two-factor authentication solutions. CRYPTOCard employs 

around 40 staff, with the majority being involved in Research and Development (R&D) and Sales and 

Marketing roles. Currently the company’s North American operations account for the bulk of the company’s 

revenues, with approximately one-third coming from Europe: a position that the company expects to see 

changing in the short-to-medium term as its European and Asia Pacific market investments start to bear fruit. 

The company has a large, existing, global customer base that can be measured in the thousands, and has 

rapidly added customers for the CRYPTO-MAS service in the past 12 months which include: Retail Assist, 

P&O, Clifton Asset Management, GreenPeace, Interoute, Randox, Elyo, Stroud & Swindon Building Society, 

and DC Energy.  

SUMMARY 

The two-factor authentication approach is gradually replacing the static password solution systems for 

scenarios that involve access to critical data and sectors and processes that are protected by regulations. 

The authentication marketplace has more than a few large vendors and managed authentication service 

providers with varying business models. However CRYPTOCard’s CRYPTO-MAS service stands out with its 

focus on simplicity, ease of deployment and management, and the range of tokens provided including the 

recent SMS-based two factor authentication service. While the company continues to build a comprehensive 

partner strategy, the technology portfolio is not difficult to replicate, and CRYPTOCard’s success will be 

dependent upon continually expanding the footprint and adding capabilities (such as policy-based 

management) to the solution suite.  
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Table 1: Contact Details 
 

Corporate Headquarters 
CRYPTOCard 
340 March Road, Suite 600 
Ottawa, Ontario 
K2K 2E4 
Canada 
Tel:  +1 (613) 599 2441 
Fax:  +1 (613) 599 2442 
Tel: Toll Free: 800 307 7042 
E-mail: info@cryptocard.com 
www.cryptocard.com 

 

European Headquarters 
CRYPTOCard 
Eden Office Park, Ham Green 
Bristol 
BS20 0EB 
UK 
Tel:  +44 (0)870 7077 700 
Fax:  +44 (0)870 7077 711 
E-mail: info@cryptocard.com 
www.cryptocard.co.uk 

 

 
Source: CRYPTOCard D A T A M O N I T O R 

 

 

 

 

 

 

Headquarters Important Notice 

This report contains data and information up-
to-date and correct to the best of our 
knowledge at the time of preparation. The data 
and information comes from a variety of 
sources outside our direct control, therefore 
Butler Direct Limited cannot give any 
guarantees relating to the content of this report. 
Ultimate responsibility for all interpretations of, 
and use of, data, information and commentary 
in this report remains with you. Butler Direct 
Limited will not be liable for any interpretations 
or decisions made by you. 

Butler Direct Pty Ltd. 
Level 46, Citigroup Building, 
2 Park Street, Sydney, 
NSW, 2000,  
Australia 
Tel: + 61 (02) 8705 6960 
Fax: + 61 (02) 8705 6961 

Butler Group 
245 Fifth Avenue, 
4th Floor, New York,  
NY 10016, 
USA 
Tel: +1 212 652 5302 
Fax: +1 212 202 4684 

Europa House, 
184 Ferensway, 
Hull, East Yorkshire, 
HU1 3UT, UK 
Tel: +44 (0)1482 586149 
Fax: +44 (0)1482 323577 

For more information on Butler Group’s Subscription Services please contact 
one of the local offices above. 


